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 Security Awareness Week
Nov 27 – Dec 1, 2017
 (Please click each heading for more information)
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For the second year, the Internal Revenue Service, state tax agencies and the tax industry will host National Tax Security Awareness Week to encourage both individual and business taxpayers to take additional steps to protect their tax data and identities in advance of the 2018 filing season.

IRS, State Tax Agencies and Tax Industry Announce National Tax Security Awareness Week, Nov. 27-Dec. 1

Security Summit 
The IRS has joined with representatives of the software industry, tax preparation firms, payroll and tax financial product processors and state tax administrators to combat identity theft refund fraud to protect the nation's taxpayers.

NEWS RELEASES: (Please check each day for the following news releases to be posted)

Nov 27: 			Nov 28:			Nov 29:
Online Security- 		Don’t Take the Bait		Victims of Data Breaches
Seven Steps for Safety




[bookmark: _MON_1572681746][bookmark: _MON_1572681966]                                             

 Nov 30:			Dec 01:
Avoid the W-2 Scam		Be Alert to Identity Theft
 


[bookmark: _MON_1572682135]                        

IRS TAX TIPS: (Please check each day for the following tips to be posted)

Nov 27: Eight Steps to Keep Online Data Safe




Nov 28: Recognize Phishing Email Scams




Nov 29: Five Steps Data Breach Victims Can Take




Nov 30: Thieves Use W-2 Scam to get Employee Data




Archived Webinar: Don't Take the Bait

TWITTER & HASHTAG: Please be sure to follow @IRSnews, @IRStaxpros and @IRSenEspanol on Twitter
 
TWEETS: You can also post any of the sample tweets below included on your own feed or issue new ones, also using the hashtag #TaxSecurity.  
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National Tax Security Awareness Week No. 1:

Online Security - Seven Steps for Safety 

IR-2017-XX, Nov. 27, 2017

WASHINGTON – During the online holiday shopping season, the IRS, state tax agencies and the tax industry remind people to be vigilant with their personal information. While shopping for gifts, criminals are shopping for credit card numbers, financial account information, Social Security numbers and other sensitive data that could help them file a fraudulent tax return.

Anyone who has an online presence should take a few simple steps that could go a long way to protecting their identity and personal information.

The Internal Revenue Service, state tax agencies and the tax community, partners in the Security Summit, are marking “National Tax Security Awareness Week”, Nov. 27-Dec.1, with a series of reminders to taxpayers and tax professionals. In part one, the topic is online security.

Cybercriminals seek to turn stolen data into quick cash, either by draining financial accounts, charging credit cards, creating new credit accounts or even using stolen identities to file a fraudulent tax return for a refund. 

Here are seven steps to help with online safety and protecting tax returns and refunds in 2018:


· Shop at familiar online retailers. Generally, sites using the “s” designation in “https” at the start of the URL are secure. Look for the “lock” icon in the browser’s URL bar. But remember, even bad actors may obtain a security certificate so the “s” may not vouch for the site’s legitimacy.

· Avoid unprotected Wi-Fi. Beware purchases at unfamiliar sites or clicks on links from pop-up ads. Unprotected public Wi-Fi hotspots also may allow thieves to view transactions. Do not engage in online financial transactions if using unprotected public Wi-Fi.

· Learn to recognize and avoid phishing emails that pose as a trusted source such as those from financial institutions or the IRS. These emails may suggest a password is expiring or an account update is needed. The criminal’s goal is to entice users to open a link or attachment. The link may take users to a fake website that will steal usernames and passwords. An attachment may download malware that tracks keystrokes.

· Keep a clean machine. This applies to all devices -- computers, phones and tablets. Use security software to protect against malware that may steal data and viruses that may damage files. Set it to update automatically so that it always has the latest security defenses. Make sure firewalls and browser defenses are always active. Avoid “free” security scans or pop-up advertisements for security software.

· Use passwords that are strong, long and unique. Experts suggest a minimum of 10 characters but longer is better. Avoid using a specific word; longer phrases are better. Use a combination of letters, numbers and special characters. Use a different password for each account. Use a password manager, if necessary.

· Use multi-factor authentication. Some financial institutions, email providers and social media sites allow users to set accounts for multi-factor authentication, meaning users may need a security code, usually sent as a text to a mobile phone, in addition to usernames and passwords. For added protection, some financial institutions also will send email or text alerts when there is a withdrawal or change to the account. Generally, users can check account profiles at these locations to see what added protections may be available. 

· Encrypt and password-protect sensitive data. If keeping financial records, tax returns or any personally identifiable information on computers, this data should be encrypted and protected by a strong password. Also, back-up important data to an external source such as an external hard drive. And, when disposing of computers, mobile phones or tablets, make sure to wipe the hard drive of all information before trashing. 

There are also a few additional steps people can take a few times a year to make sure they have not become an identity theft victim. 


Receive a free credit report from each of the three major credit bureaus once a year. Check it to make sure there are no unfamiliar credit changes. Create a “My Social Security” account online with the Social Security Administration. There users can see how much income is attributed to their SSN. This can help determine if someone else is using the SSN for employment purposes. 

The IRS, state tax agencies and the tax industry are committed to working together to fight against tax-related identity theft and to protect taxpayers. But the Security Summit needs help. People can take steps to protect themselves online. Visit the “Taxes. Security. Together.” awareness campaign or review IRS Publication 4524, Security Awareness for Taxpayers, to see what can be done.

— 30 —
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National Tax Security Awareness Week No. 2:

Don’t Take the Bait; Avoid Phishing Emails by Data Thieves 


IR-2017-XX, Nov. 28, 2017

WASHINGTON – With the approach of the holidays and the 2018 filing season, the IRS, state tax agencies and the nation’s tax industry urge people to be on the lookout for new, sophisticated email phishing scams that could endanger their personal information and next year’s tax refund.


The most common way for cybercriminals to steal bank account information, passwords, credit cards or Social Security numbers is to simply ask for them. Every day, people fall victim to phishing scams that cost them their time and their money.


Those emails urgently warning users to update their online financial accounts – they’re fake. That email directing users to download a document from a cloud-storage provider? Fake. Those other emails suggesting the recipients have a $64 tax refund waiting at the IRS or that the IRS needs information about  insurance policies – also fake. So are many new and evolving variations of these schemes.

The Internal Revenue Service, state tax agencies and the tax community -- partners in the Security Summit -- are marking “National Tax Security Awareness Week” with a series of reminders to taxpayers and tax professionals. In part two, the topic is avoiding phishing scams. 


Phishing attacks use email or malicious websites to solicit personal, tax or financial information by posing as a trustworthy organization. Often, recipients are fooled into believing the phishing communication is from someone they trust. A scam artist may take advantage of knowledge gained from online research and earlier attempts to masquerade as a legitimate source, including presenting the look and feel of authentic communications, such as using an official logo. These targeted messages can trick even the most cautious person into taking action that may compromise sensitive data. 


The scams may contain emails with hyperlinks that take users to a fake site. Other versions contain PDF attachments that may download malware or viruses. 


Some phishing emails will appear to come from a business colleague, friend or relative. These emails might be an email account compromise. Criminals may have compromised your friend’s email account and begin using their email contacts to send phishing emails. 


Not all phishing attempts are emails – some are phone scams. One of the most common phone scams is the caller pretending to be from the IRS and threatening the taxpayer with a lawsuit or with arrest if payment is not made immediately, usually through a debit card. 

Phishing attacks, especially online phishing scams, are popular with criminals because there is no fool-proof technology to defend against them. Users are the main defense. When users see a phishing scam, they should ensure they don’t take the bait. 

Here are a few steps to take:


· Be vigilant; be skeptical. Never open a link or attachment from an unknown or suspicious source. Even if the email is from a known source, approach with caution. Cybercrooks are adept at mimicking trusted businesses, friends and family. Thieves may have compromised a friend’s email address or they may be spoofing the address with a slight change in text, such as name@example.com vs narne@example.com. In the latter, merely changing the “m” to an “r” and “n” can trick people.

· Remember, the IRS doesn't initiate spontaneous contact with taxpayers by email to request personal or financial information. This includes text messages and social media channels. The IRS does not call taxpayers with threats of lawsuits or arrests. No legitimate business or organization will ask for sensitive financial information via email. When in doubt, don’t use hyperlinks and go directly to the source’s main web page. 


· Use security software to protect against malware and viruses. Some security software can help identity suspicious websites that are used by cybercriminals. 

· Use strong passwords to protect online accounts. Each account should have a unique password. Use a password manager if necessary. Criminals count on people using the same password repeatedly, giving crooks access to multiple accounts if they steal a password. Experts recommend a password have a minimum of 10 digits, including letters, numbers and special characters. Longer is better. 


· Use multi-factor authentication when offered. Some online financial institutions, email providers and social media sites offer multi-factor protection for customers. Two-factor authentication means that in addition to entering your username and password, you must enter a security code generally sent as a text to your mobile phone. Even if a thief manages to steal usernames and passwords, it’s unlikely the crook would also have a victim’s phone. 

The IRS, state tax agencies and the tax industry are working together to fight against tax-related identity theft and to protect taxpayers. Everyone can help. Visit the “Taxes. Security. Together.” awareness campaign or review IRS Publication 4524, Security Awareness for Taxpayers, to learn more. 
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National Tax Security Awareness Week No. 3:

Victims of Data Breaches Should Consider These Steps

IR-2017-XX, Nov. XX, 2017

WASHINGTON –The number of data breaches was already on a record pace for 2017 before the reported theft of nearly 145 million Americans’ names, addresses and Social Security numbers brought the issue to the forefront. 

Every day, data thefts large and small put people’s personal and financial information at risk. There are steps that data theft victims may take to protect their financial accounts and their identities once cybercriminals have their names and other sensitive information. 

The Internal Revenue Service, state tax agencies and the tax community -- partners in the Security Summit -- are marking “National Tax Security Awareness Week” with a series of reminders to taxpayers and tax professionals. Today, the topic is data breaches. 


In the first half of 2017, the number of data breaches increased by 29 percent, to a record 791 incidents, according to Identity Theft Resource Center (ITRC) and CyberScout, which sponsored the report. For the past five years, ITRC has tracked data breaches in five key sectors. 

Generally, thieves want to take advantage of the stolen data as quickly as possible. That may mean selling the data on the Dark Web for use by other criminals. It may mean the crook tries to access financial accounts for withdrawals or credit cards for charges. It may also mean a thief quickly files a fraudulent tax return in victims’ names for a refund.

Those Who’re Victims Should Consider These Steps:

· If possible, learn what information was compromised. Was it emails and passwords or more sensitive data such as name and Social Security number? 

· Take advantage of any credit monitoring offers made by the company that was breached.


· Place a freeze on credit accounts to prevent access to credit records. There may be a fee for requesting one. This varies by state. At a minimum, place a fraud alert on credit accounts by contacting one of the three major credit bureaus. A fraud alert on credit records is not as secure as a freeze, but a fraud alert is free.

· Reset passwords on online accounts, especially financial, email and social media accounts. Experts recommend at least 10-digit passwords, mixing letters, numbers and special characters. Use different passwords for each account. Use a password manager, if necessary.

· Use two-factor authentication wherever it is offered on financial, email and social media accounts. Two-factor authentication requires entry of a username and password and then a security code, generally sent via text to a mobile phone you’ve pre-registered.

The scale of the credit bureau breach, which was reported this summer, has prompted many questions, especially about how a victim’s taxes may be affected. Because of the work by the Security Summit, more protections are in place to protect taxpayers from tax-related identity theft. Thieves will need more than a name, address, birth data and SSN to file a fraudulent tax return.


Tips for the 2018 Tax Season; Will Filing Early Help?


The IRS reminds taxpayers that they should file their tax return as early as they can, but not before they are sure they have all the proper information and supporting Forms W-2 and 1099. Taxpayers should always file an accurate tax return. Filing before all information is received puts taxpayers at risk of needing to file an amended tax return, paying interest or penalties or even receiving an IRS notice or audit.

The IRS and states have put many new defenses in place to help protect taxpayers from identity theft. The new IRS protections have worked well to protect taxpayers, and some key indicators of identity theft on tax returns have dropped by around two-thirds since 2015.


These protections are especially helpful if criminals only have names, addresses and SSNs – which was the information stolen in recent incidents. However, there are continuing concerns that cybercriminals will try to build on this basic information by trying to obtain more specific financial details from taxpayers and tax professionals to help them file fraudulent tax returns.


In addition, no one yet knows what thieves may do with information from the data breaches. The Summit partners believe cybercriminals will increasingly look to steal more detailed information from taxpayers, tax professionals and businesses to help file a fraudulent tax return. The volume of victims means everyone – the tax agencies, tax professionals and taxpayers – must be vigilant going into the 2018 tax filing season and be alert to any unusual activity.


Here Are a Few Signs of Tax-Related Identity Theft:

· An electronically filed tax return rejects because a return with the taxpayer’s SSN already has been filed;


· Taxpayers receive a letter from the IRS asking them to confirm whether they submitted a tax return being held for review;


· Taxpayers receive a notice from the IRS indicating that they owe additional tax, have a refund offset or have a collection action for a year in which they did not file a tax return;


· Taxpayers receive a notice from the IRS that they received wages from an employer for whom the taxpayer did not work.


Taxpayers should file a Form 14039, Identity Theft Affidavit, only if their return rejects because a return using their SSN already has been filed or if told to do so by the IRS. This form is how taxpayers report that they are an identity-theft victim. 


The IRS stops the vast majority of fraudulent returns. Each year, the IRS stops returns it deems suspicious and asks the filer to verify whether they filed the return. The IRS will send a notice asking taxpayers to confirm whether they filed the return. 

The IRS, state tax agencies and the tax industry are working together to fight against tax-related identity theft and to protect taxpayers. Everyone can help. Visit the “Taxes. Security. Together.” awareness campaign or review IRS Publication 4524, Security Awareness for Taxpayers, to learn more. 


— 30 —














image6.emf
IR 2017- Employers  payroll officials Avoid the W-2 Email Scam - Nov 30.doc


IR 2017- Employers payroll officials Avoid the W-2 Email Scam - Nov 30.doc


[image: image1.png]INTERNAL REVENUE SERVICE

IRS @ News Release




Media Relations Office
Washington, D.C.
Media Contact: 202.317.4000


www.irs.gov/newsroom
Public Contact: 800.829.1040


National Tax Security Awareness Week No. 4:

Employers, Payroll Officials, Avoid the W-2 Email Scam

IR-2017-XX, Nov. 30, 2017

WASHINGTON – The IRS, state tax agencies and private-sector tax groups warned the nation’s business, payroll and human resource communities about a growing W-2 email scam that threatens sensitive tax information held by employers. 

These emails may start with a simple, “Hey, you in today?” and, by the end of the exchange, all of an organization’s Forms W-2 for their employees may be in the hands of cybercriminals. This puts workers at risk for tax-related identity theft. 

The W-2 scam has emerged as one of the most dangerous and successful phishing attacks as hundreds of employers and tens of thousands of employees fell victim to the scheme in the past year. This scam is such a threat to taxpayers that a special IRS reporting process has been established. 

The Internal Revenue Service, state tax agencies and the tax community -- partners in the Security Summit -- are marking “National Tax Security Awareness Week” with a series of reminders to taxpayers and tax professionals. In part four, the topic is the W-2 scam.


Because the Security Summit partners have successfully made inroads into stopping stolen identity refund fraud, criminals now need more information to file a fraudulent return. That means they need more accurate data about taxpayers, causing them to target tax practitioners, payroll professionals and employers. The Form W-2 contains income and withholding information necessary to file a tax return.

All employers are at risk. In 2017, the W-2 scam made victims of businesses large and small, public schools and universities, as well as tribal governments, charities and hospitals. The scam, which grows larger each year, will likely make the rounds again in 2018.

The Security Summit warns employers – in public and private sectors – to beware of this scheme and to educate employees, especially those in human resources and payroll departments who are often the first targets. 


This is an example of a business email compromise or business email spoofing in which the thief poses as a company executive, school official or someone of authority within the organization. The crook will send an email to one employee with payroll access, requesting a list of all employees and their Forms W-2. The thief may even specify the format in which he wants the information. The subject line has hundreds of variations along the lines of “review,” “manual review” or “request.”

Because payroll officials believe they are corresponding with an executive, it may take weeks for someone to realize a data theft has occurred. Generally, the criminals are trying to quickly take advantage of their theft, sometimes filing fraudulent tax returns within a day or two.

Because of the W-2 scam’s threat to tax administration for both federal and state governments, a special reporting process has been established to quickly alert the IRS and state tax agencies. Detailed reporting steps may be found at Form W-2/SSN Data Theft: Information for Businesses and Payroll Service Providers.  


Here’s an abbreviated list of how to report these schemes:


· Email dataloss@irs.gov to notify the IRS of a W-2 data loss and provide contact information. In the subject line, type “W2 Data Loss” so that the email can be routed properly. Do not attach any employee personally identifiable information data.

· Email the Federation of Tax Administrators at StateAlert@taxadmin.org to get information on how to report victim information to the states.

· Businesses/payroll service providers should file a complaint with the FBI’s Internet Crime Complaint Center (IC3.gov). Businesses/payroll service providers may be asked to file a report with their local law enforcement agency.


· Notify employees so they may take steps to protect themselves from identity theft. The Federal Trade Commission’s www.identitytheft.gov provides guidance on general steps employees should take.

· Forward the scam email to phishing@irs.gov.

Employers are urged to put steps and protocols in place for the sharing of sensitive employee information such as Forms W-2. One example would be to have two people review any distribution of sensitive W-2 data or wire transfers. Another example would be to require a verbal confirmation before emailing W-2 data. Employers also are urged to educate their payroll or human resources departments about these scams. 

As part of the Security Summit effort, the IRS, state tax agencies and the tax industry working together to fight against tax-related identity theft and to protect taxpayers. Everyone can help. Be alert and guard against the W-2 scam.


Taxpayers are also encouraged to visit the “Taxes. Security. Together.” awareness campaign or review IRS Publication 4524, Security Awareness for Taxpayers, to learn more. 


— 30 —
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National Tax Security Awareness Week No. 5:

Small Businesses: Be Alert to Identity Theft 

IR-2017-XX, Dec. 1, 2017

WASHINGTON – The IRS, state tax agencies and the nation’s tax industry joined together to warn small businesses to be on-guard against a growing wave of identity theft against employers.


Small business identity theft is a big business for identity thieves. Just like individuals, businesses may have their identities stolen and their sensitive information used to open credit card accounts or used to file fraudulent tax refunds for bogus refunds. 


The Internal Revenue Service, state tax agencies and the private-sector tax community -- partners in the Security Summit -- are marking “National Tax Security Awareness Week” with a series of reminders to taxpayers and tax professionals. The week concludes with warnings about small business identity theft.


In the past year, the Internal Revenue Service has noted a sharp increase in the number of fraudulent Forms 1120, 1120S and 1041 as well as Schedule K-1. The fraudulent filings apply to partnerships as well as estate and trust forms. 


Identity thieves are displaying a sophisticated knowledge of the tax code and industry filing practices as they attempt to obtain valuable data to help file fraudulent returns. Security Summit partners have expanded efforts to better protect business filers and to better identify suspected identity theft returns.

Identity thieves have long made use of stolen Employer Identification Numbers (EINs) to create fake Forms W-2 that they would file with fraudulent individual tax returns. Fraudsters also used EINs to open new lines of credit or obtain credit cards. Now, they are using company names and EINs to file fraudulent returns.

As with fraudulent individual returns, there are certain signs that may indicate identity theft. Business, partnerships and estate and trust filers should be alert to potential identity theft and contact the IRS if they experience any of these issues:

· Extension to file requests are rejected because a return with the Employer Identification Number or Social Security number is already on file;


· An e-filed return is rejected because of a duplicate EIN/SSN is already on file with the IRS;


· An unexpected receipt of a tax transcript or IRS notice that doesn’t correspond to anything submitted by the filer;


· Failure to receive expected and routine correspondence from the IRS because the thief has changed the address.


New Procedures to Protect Business in 2018


The IRS, state tax agency and software providers also share certain data points from returns, including business returns, that help identify a suspicious filing. The IRS and states also are asking that business and tax practitioners provide additional information that will help verify the legitimacy of the tax return.


For 2018, these “know your customer” procedures are being put in place that include the following questions: 


· The name and SSN of the company executive authorized to sign the corporate tax return. Is this person authorized to sign the return?


· Payment history – Were estimated tax payments made? If yes, when were they made, how were they made, and how much was paid?


· Parent company information – Is there a parent company? If yes, who?


· Additional information based on deductions claimed


· Filing history – Has the business filed Form(s) 940, 941 or other business-related tax forms?

Sole proprietorships that file Schedule C and partnerships filing Schedule K-1 with Form 1040 also will be asked to provide additional information items, such as a driver’s license number. Providing this information will help the IRS and states identify suspicious business-related returns. 


For small businesses looking for a place to start on security, the National Institute of Standards and Technology (NIST) produced Small Business Information Security: The Fundamentals. NIST is the branch of the U.S. Commerce Department that sets information security frameworks followed by federal agencies. 

The United States Computer Emergency Readiness Team (US-CERT) has Resources for Small and Midsize Businesses. Many secretaries of state also provide resources on business-related identity theft as well. 

The IRS, state tax agencies and the tax industry are working together to fight against tax-related identity theft and to protect business and individual taxpayers. Everyone can help. Take steps recommended by cyber experts and visit the Identity Protection: Prevention, Detection and Victim Assistance for information about business-related identity theft. 


— 30 —
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National Tax Security Awareness Week: 

Eight Steps to Keep Online Data Safe

IRS Tax Tip 2017-82

November 27, 2017



During the holiday shopping season, shoppers are looking for the perfect gifts. At the same time, criminals are looking for sensitive data. This data includes credit card numbers, financial accounts and Social Security numbers. Cybercriminals can use this information to file a fraudulent tax return.



[bookmark: _Hlk498501765]This tip is part of National Tax Security Awareness Week. The IRS is partnering with state tax agencies, the tax industry and groups across the country to remind people about the importance of data protection.



Anyone with an online presence can do a few simple things to protect their identity and personal information. Following these eight steps can also help taxpayers protect their tax return and refund in 2018:



· Shop at familiar online retailers. Generally, sites with an “s” in “https” at the start of the URL are secure. Users can also look for the “lock” icon in your browser’s URL bar. That said, some criminals may get a security certificate, so the “s” may not always mean a site is legitimate.

 

· Avoid unprotected Wi-Fi. Users should not do online financial transactions when using unprotected public Wi-Fi. Unprotected public Wi-Fi hotspots may allow thieves to view transactions. 



· Learn to recognize and avoid phishing emails that pose as a trusted source. These emails can come from a source that looks like a legitimate bank or even the IRS. These emails may include a link that takes the user to a fake website. From there, the thieves can steal usernames and passwords. 



· Keep a clean machine. This includes computers, phones and tablets. Users should install security software to protect against malware that may steal data. This software also protects against viruses that may damage files. 



· Use passwords that are strong, long and unique. Experts suggest a minimum of 10 characters. Use a combination of letters, numbers and special characters. Use a different password for each account. 



· [bookmark: _Hlk498503508][bookmark: _Hlk498501798]Use multi-factor authentication when available. Some financial institutions, email providers and social media sites allow users to set their accounts for multi-factor authentication. This means users may need a security code, usually sent as a text to their mobile phone, in addition to a username and password.



· Sign up for account alerts. Some financial institutions will send email or text alerts to an account holder when there is a withdrawal or change to their accounts. Generally, people can check their account profile to see what added protections may be available.

[bookmark: _Hlk497333104]

· [bookmark: _Hlk497387748]Encrypt sensitive data and protect it with a password. People who keep financial records, tax returns or any personal information on their computer should protect this data. Users should also back up important data to an external source. When disposing of a computer, mobile phone or tablet, people should make sure they wipe the hard drive of all information before trashing. 



More Information: 



Taxes. Security. Together 

Protect Your Clients; Protect Yourself 

Don’t Take the Bait
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National Tax Security Awareness Week: Recognize Phishing Email Scams

IRS Tax Tip 2017-83

November 28, 2017



The IRS reminds people to be on the lookout for new, sophisticated email phishing scams. These scams not only endanger someone’s personal information, but they can also affect a taxpayer’s refund in 2018.



This tip is part of National Tax Security Awareness Week. The IRS is partnering with state tax agencies, the tax industry and groups across the country to remind people about the importance of data protection.



Phishing attacks use email or malicious websites to get personal information from the user. In many cases, the criminal fools someone into believing the phishing email is from someone they trust. The emails often have the look and feel of authentic communications. These targeted messages can trick even the most cautious person into doing something that may compromise data. 



People should be vigilant and skeptical. Even if the email is from a known source, people should use caution because cybercrooks are very good at mimicking trusted businesses, friends and family. 



Here are six examples of email phishing scams:



· Emails requesting personal information. The thief might ask for bank account numbers, passwords, credit cards and Social Security numbers. This is the most common way thieves steal data.



· An email urgently warning the recipient to update online financial accounts at a hyperlink provided in the email. The link goes to a fake site.



· A message with an email address spoofing a familiar address to look like trusted businesses, friends and family. The fake address has a slight change in text, such as name@example.com vs narne@example.com. Merely changing the “m” to an “r” and “n” can trick people.



· Emails saying the recipient has a tax refund waiting at the IRS or that the IRS needs information about insurance policies. The IRS doesn't initiate spontaneous contact with taxpayers by email to request personal or financial information.



· The message has hyperlinks that take someone to a fake site. In one example, the email says: “Following recent calculations, we notice that you are eligible to receive a tax refund. In order to start the refund procedure, please visit this link and follow the steps required.” The link goes to a fake site. The IRS doesn’t send emails asking for refund verification.



· The message includes a PDF attachment that may download malware or viruses. Never open an attachment from a suspicious email address.





More Information: 



Taxes. Security. Together 

Protect Your Clients; Protect Yourself 

Don’t Take the Bait
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National Tax Security Awareness Week: Five Steps Data Breach Victims Can Take

IRS Tax Tip 2017-84

November 29, 2017





Every day, data thefts put people’s personal and financial information at risk. There are steps that identity theft victims can take to protect their financial accounts, their identities and their tax returns. 



This tip is part of National Tax Security Awareness Week. The IRS is partnering with state tax agencies, the tax industry and groups across the country to remind people about the importance of data protection.



Generally, thieves want to use the stolen data as quickly as possible. That may mean selling the data on the Dark Web for use by other criminals. It may also mean the crook tries to withdraw money from bank accounts or charge credit cards. A thief might also try to file a fraudulent tax return using victims’ names for a refund.



People who are the victim of a data breach should consider these five steps to help protect their sensitive information that can be used on a tax return:



· If possible, the victim should try to determine what information the thieves compromised. Victims can try to find out if the criminals accessed emails and passwords, or more sensitive data such as name and Social Security number.



· Breached companies often offer credit monitoring services to victims. Victims should consider taking advantage of these offers. 



· Victims should place a freeze on credit accounts to prevent access to credit records. There may be a fee that varies by state. At a minimum, victims should place a fraud alert on their credit accounts by contacting one of the three major credit bureaus. A fraud alert on credit records is not as secure as a freeze, but a fraud alert is free.



· Victims should reset passwords on online accounts. It is especially important to reset passwords of financial sites, email and social media accounts. Some experts recommend at least 10-digit passwords mixing letters, numbers and special characters. People should use different passwords for each account, using a password manager or password app if necessary.



· [bookmark: _Hlk498503508]People should use multi-factor authentication when available. Some financial institutions, email providers and social media sites allow users to set their accounts for multi-factor authentication. This means users may need a security code, usually sent as a text to their mobile phone, in addition to a username and password.
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National Tax Security Awareness Week: 

Thieves Use W-2 Scam to get Employee Data

IRS Tax Tip 2017-85

November 30, 2017



The IRS warns the nation’s business, payroll and human resource communities about a growing W-2 email scam. Criminals use this scheme to gain access to W-2 and other sensitive tax information that employers have about their employees. 



This tip is part of National Tax Security Awareness Week. The IRS is partnering with state tax agencies, the tax industry and groups across the country to remind people about the importance of data protection.



This W-2 scam puts workers at risk for tax-related identity theft. The IRS recommends that all employers educate employees about this scheme, especially those in human resources and payroll departments. These employees are usually the first targets. Here are five warning signs about the W-2 scam:



· The thief poses as a company executive, school official or other leader in the organization. 



· These scam emails often start with a simple greeting. It can be something like, “Hey, you in today?” 



· The crook sends an email to one employee with payroll access. The sender requests a list of all employees and their Forms W-2. The thief may even specify the format in which they want the information.



· The thieves use many different subject lines. The criminal might use words like “review,” “manual review” or “request.” In some cases, the thief may send a follow up email asking for a wire transfer.



· Because payroll officials believe they are corresponding with an executive, it may take weeks for someone to realize a data theft occurred. The criminals usually try to use the information quickly, sometimes filing fraudulent tax returns within a day or two.



This scam is such a threat to taxpayers and to tax administration that a special IRS reporting process has been set up. Anyone who thinks they were a victim of this scam can visit Form W-2/SSN Data Theft: Information for Businesses and Payroll Service Providers to find out how to report it.
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